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1 OO0uue moJ10KeHUs

1.1 TepmmuHBbI H onIpeieTeHUS

Taxorpag — TeXHHUYECKOE CPEICTBO KOHTPOJS, 00ECIEUUBAIOIIEE HEMPEPHIB-
HYI0, HEKOPPEKTUPYEMYIO PETUCTpalMio WH(GOPMAlMd O CKOPOCTH M MapIIpyTe
JIBW)KCHUSI TPAHCIIOPTHOTO CPENCTBA, O PEXKUME TpyAa W OTAbIXa BOAUTENEH
TPAaHCIOPTHOT'O CPE/ICTBA.

baox CK3M Taxorpaga — nporpaMmMHo-annapatHoe MHUQPpoBanIbHOE (KPUIITO-
rpadudeckoe) cpeactBo 3amuthl nHGopManuu (CK3U), peamusyromee anropuTMbl
Kpunrorpaduyeckoro npeoOpazoBanusi HHPOpMalUK U 00ecIeurnBaronIee:

— ayTeHTU(UKAIHIO;

— perucrpanuio HHGOpPMALKUU B HEKOPPEKTHPYEMOM BHJE B 3allUUIEHHON
namMmsTH (nanee — 3amuiéHHbi apxuB 01oka CK3U taxorpada);

— XpaHeHHe MHPOpPMalMU OINPaHUYEHHOIO JOCTYIIA, UCIOIb3yEMOM IJIs Co3/1a-
HUS DJIEKTPOHHOM IOJANMCH W MPOBEPKU JIEKTPOHHOM NOANMKCH (ajiee — KIIFOYEBOU
uH(popMaIun), U ayTeHTUPULUPYIOIIEH HHPOpMaLINH;

— npeobOpazoBanue curHanioB 'HCC B gaHHBIE O TEKyleM BpEMEHHM U O
KOOPJIMHATax MECTOIOJIOKEHNS TPAHCIIOPTHOTO CPEICTBA B HEKOPPEKTUPYEMOM BUJIE.

TpancnoprHoe cpeacrBo (TC) — cpencrBo aBTOTpaHCHOpTa, MOJIEXKAILEE, B
COOTBETCTBUU C POCCUICKUM 3aKOHOJIaTEIBCTBOM, OCHAILEHUIO Taxorpagdom.

TpancnopTHble NpeANPUATHS — IOPUAUMYECKUE JUUA W HWHIWBHUAYaJbHBIC
MPEANPUHUMATENH, OCYUIECTBISIONME Ha Tepputopun Poccuiickoit ®Deneparuu
NEeATEIbHOCTh, CBSI3aHHYI0 C OKCIUTyaTalueld TpPaHCIOPTHBIX CPEIACTB (nayiee —
NPEANPUATHS).

IHonb30BaTesm Taxorpada — npenpuUsTHs, BOAUTEIN, COTPYIHUKH KOHTPOIb-
HBIX OpPTraHOB, COTPYJIHUKH MAacCTEPCKUX.

Kuv3HeHHbII UK Taxorpaga — KOMIUIEKC ONEpaldid H IPOLECCOB,
BKJIFOYAIOLIUI pa3paboTKy, MPOU3BOJICTBO, aKTUBU3ALIMIO, HACTPOUKY, HKCILTyaTaIHIo,

PEMOHT, TCXHUYCCKOC O6CJ'Iy>I(I/IBaHI/Ie, BBIBOJI M3 9KCILTyaTallun Taxorpa(ba.



Macrepckasi — IOpUIMYECKHE JTUUA U WHAUBUAYAJIbHBIE NPEINPUHUMATENH,
OCYUIECTBJISIONIME PabOThI MO YCTAHOBKE, TPOBEPKE, TEXHUUECKOMY OOCITYKUBAHUIO U
PEMOHTY YCTaHABIMBAEMbIX Ha TPAHCIOPTHBIE CPENCTBA TaxorpadoB, CBEICHUS O
KOTOphIX yureHbl ObY «PocaBToTpaHc) B epedyHe MaCTEPCKHUX.

AxTuBu3anusa taxorpaga — BHecenue B 0ok CK3U Taxorpada ¢ ucmnomns-
30BAHMEM KapThl MACTEPCKON YCTAHOBOYHBIX JIaHHBIX, BKJIIOYas UACHTU(UKAIIMOHHbBIE
JTAaHHBIE TPAHCIIOPTHOTO CPEACTBA M KBAIM(PHUIIMPOBAHHBIC CEPTU(HUKATHI KIIOUEH
MIPOBEPKU IJICKTPOHHON MOAMKCH (J1ajiee — KBAIM(UIIMPOBAHHBINA cepTUdHKaT) O010Ka
CK3HU Taxorpada.

AxTHuBU3aIMs Taxorpada BHIMOIHIETCS:

— IMpU YCTAaHOBKE HOBOT'O Taxorpada Ha TPaHCIOPTHOE CPEICTBO;

— npu nepeHoce Taxorpada ¢ 0JHOro TPAaHCHOPTHOTO CPEJCTBA HA APYTOE;

— npu pemoHTe Taxorpada, ¢ 3ameHoil 61oka CK3U taxorpada (mosomka miam
OKOHYaHHE CpOKa KCILTyaTalun).

Hacrpoiika Ttaxorpaga — mporeaypa OOHOBJICHUS WM TOATBEPKIACHUS
napamMeTpoB TPAHCHOPTHOTO CPEACTBA, KOTOPBIE JOJIKHBI XPAHUTHCS B MaMsATH OJOKa
CK3MU raxorpada.

PeMOHT HW TexHMYecKoe OO0C/JHYy:KHBaHHMe Taxorpapa — onepamuud 1o
JMarHOCTHKE TEXHUYECKOI0 COCTOSIHUS Taxorpada 1 3aMeHe ero KOMIIOHEHTOB.

IIporpammHo-annapaTHoe mu@ppoBaIbHOEe (KPUITOrPapuyecKoe) CpeacTBo
3amuTbl uHpopmanuu «Kapra taxorpada «/Imamanr» um «Kapra rtaxorpadga
«/InamanT-2» (nanee — kaptol Taxorpada).

Kaptsl Taxorpada Bxiaroyaror B ce0si CeIyIOIne TUIIBI KapT:

— KapTa BOAUTEJs1 — oOO0ecleurBaeT HUACHTU(DUKAMIO U ayTeHTU(HUKAIUIO
BOJIUTEJIS C UCTIOIb30BAaHUEM U POBATBHBIX (KpUOTOTPAPUUECKUX) CPEJICTB, a TAKKE
XpaHEHHE JIAHHBIX O JESITeIIbHOCTU BOAUTEIIS;

— KapTa KOHTpoJépa — olOecrnieunBaeT UACHTU(PUKAIIUIO U ayTCHTU(PUKAIUIO
KOHTPOJIBHOTO OpraHa M COOTBETCTBYIOLLErO0 COTPYJHUKA KOHTPOJIBHOIO OpraHa
(Bmazmenpla KapThl) C HCIOJB30BAHMEM MIU(PPOBAIBHBIX (KpUNTOrpaduuecKux)

CPE/CTB;



— KapTa MacTepcKoil — obecneunBaeT MACHTHU(PUKAIMIO U ayTeHTU(PDUKAIIUIO
JieprKaTels KapThl C UCIIOJIb30BAHUEM MIM(PPOBATBHBIX (KPUITOrpaUIECKUX) CPEICTB;

— KapTa npeanpusiTus — o0ecrneynBaeT UICHTU(PUKALMIO U ayTeHTU(PUKALIUIO
TPAHCHOPTHBIX MPEANPUATUN, C UCTIOIb30BaHUEM MU(GPOBANIBHBIX (KpUnTOrpaduuec-
KHX) CPEIICTB, YCTAHOBKY OJIOKHMPOBKH (OTpaHUYCHUS) TOCTYIA K JaHHBIM Taxorpada u
JAHHBIM KapT BOJUTEIICH.

Ilepeuenb [kapT Taxorpadga, taxorpados, 0soxkoB CK3U taxorpada] —
MEPEYHH CBEACHUM, OPMUPYEMBIX B COOTBETCTBUU ¢ TpeboBaHusmu [IpaBui ucnob-
30BaHUs TaxorpadoB, yCTAHOBJIEHHBIX Ha TPAHCIOPTHBIE cpeAcTBa (mpuinoxeHue Ne 3
K npuka3y MunTtpanca Poccun ot 13 deBpans 2013 r. Ne 36).

Kpunrorpapuuecknii KJI04Y (KPUNTOKJIKW0Y) — COBOKYINHOCTh JaHHBIX,
o0ecreynBaroIasl BbIOOP OJAHOIO KOHKPETHOTO KpHUITOrpaduueckoro mpeoodpa3zoBa-
HUSI U3 YHUCJa BCEX BO3MOXKHBIX B JIAaHHOW KpunTorpaduueckod cucreme (maiee —
KITFOY).

KuroueBasi uHpopmanms — crieliMaIbHBIM 00pa3oM OpraHW30BaHHAs COBOKYII-
HOCTb KPHUNTOKJIIOYEH, MpeqHa3HAuCHHas AJsl OCYLIECTBJICHHUS KpUOTOrpaduyecKoit
3alUThl UHPOPMAIIMU B TEUEHUE OIPENIETICHHOTO CPOKa.

KiiroueBoil 10KyMeHT — (U3MYECKHII HOCHUTENb OIpPEAEIIEHHON CTPYKTYpBHI,
coJiep KAl KIIF0UYEeBYI0 MH(POPMAIIUIO (UCXOJHYIO KIIFOUEBYIO MH(OPMAIIUIO), a TIPU

HEO0OXOMMOCTU — KOHTPOJIbHYIO, CITY’KEOHYIO U TEXHOJOTUYECKYIO0 HH(POPMALIUIO.

1.2 Cunucok cokpamenuii 1 0003HAYEHHI

AC — aBTOMaTU3MpPOBAHHAS CUCTEMA.

BY — GoproBoe ycTpoiicTBO.

I'HCC - rno6GanpHasi HABUTAIMOHHAS CITyTHUKOBAsI CHCTEMA.
CK3MH - cpeactro kpuntorpadudeckoit 3anmThl HHPOpMAIUH.

TC — TpancniopTHOE CPEACTBO.



HKM-2.11 — IIporpammHo-anmnapaTHoe muppoBaibHOe (KpUNTOrpaduiecKoe)
cpeactBo Omok CK3U Taxorpada «HauramumonHo-kpuntorpadpudeckuii MOIyIb
«HKM-2.11».

Y11 — Y10CTOBEPAIOIINN LIEHTP.

1.3 Hasnauyenune HKM-2.11

[IporpamMmmMHo-anmapaTHoe mudpoBagbHOE (KpUMITOrpaduueckoe) CpecTBO OI0K
CK3MU Taxorpada «HaBuranumonno-kpunrorpaduueckuii Moayins «HKM-2.11» (nanee
— HKM-2.11) siBasieTcst KOMIIOHEHTOM Taxorpada, npeHa3sHau€HHBIM IS pealli3aliu
KpunTorpapuueckux aJITOPUTMOB, HEOOXOTUMBIX TUTST BBIUHCIICHHUS
KBaJIM(ULIMPOBAHHON 3JEKTPOHHON MOJNHUCH, IMPOBENEHUS MPOLEAYp ayTeHTU(U-
KalMu U oOecreyeHus: 3amuThl MH(OpManuu, o0padaThiBa€MONM M XpaHMMOW B
Taxorpade u nojyiexalien 3aiuTe B COOTBETCTBUU C 3aKOHOIATeNIbcTBOM Poccuiickoi
denepanum.

HKM-2.11 npeacrasinser co0oii cpeacTBo 3amuThl nHpopmammu, kiacca KC3 u

CIToco0cH IMPOTUBOCTOATH COOTBCTCTBYIOIIIUM I/IH(l)OpMaI_[I/IOHHBIM aTaKaM.

1.4 TIlepeyeHb JOKYMEHTOB, HA OCHOBAHMHU KOTOPBIX OCYIIECTBISIETCH
pa3padoTka m 3kcruryatamust HKM-2.11

— Kopexc Poccuiickoit @enepannu 00 aIMUHUCTPATUBHBIX MPABOHAPYIICHUSX.

— @OepepanbHbiil 3akoH 0T 10 mexadbpst 1995 r. Ne 196-03 «O Ge3omacHOCTH
JIOPOKHOTO JIBHIKEHUS.

— ®enepanbhbiii 3akoH oT 27 nexabps 2002 1. No 184-03 «O TexHUYECKOM
PETYIUPOBAHUI.

— ®enepanbhblii 3akoH oT 27 utona 2006 r. Ne 149-03 «O6 unpopmarnuwy,
WH(OPMAITMOHHBIX TEXHOJIOTHUSAX U O 3aIUTE NHHOPMAITHI.

— OepepanbHbii 3akoH 0T 27 utons 2006 r. No 152-03 «O mnepcoHalbHBIX
TaHHBIX).

— Denepanphbiii 3akoH 0T 06 ampenst 2011 1. Ne 63-d3 «OO6 35eKTpOHHOM

IIOAIIMCH.



— ®epnepanbubiii 3aKoH 0T 03 anpernst 1995 r. Ne 40-D3 «O denepanbHoii ciryxoe
0e30MacHOCTH.

— OepepanbHbiii 3ak0oH oT 04 mas 2011 r. Ne 99-03 «O nuieH3UpOBaHUHU
OTJICJIbHBIX BUJIOB ACSITEIBHOCTIY.

— IlocranoBieHue [IpaBuTenscTBa Poccuniickon Oenepanun oT
01 Hos10pst 2012 1. Ne 1119 «OO yTBepkaeHUU TpeOOBAHUM K 3aLIUTE MEPCOHATBHBIX
JAHHBIX TIPU UX 00paboTKe B MH(GOPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX TAHHBIX).

— IlocranoBnenue IlpaButensctBa Poccuiickoit deaeparuu ot 21 mapra 2012 .
Ne 211 «OG0 yTBepskIeHUHU TIEPEUHs Mep, HAITPABJICHHBIX HAa 0OECIIeYEHUE BHITIOTHEHUS
oOsi3aHHOCTEM, mnpenycMoTrpeHHbix @DenepanbHbiM 3aK0OHOM «O  MEPCOHATBHBIX
JAHHBIX» W TMPUHSITBIMA B COOTBETCTBHHM C HMM HOPMATHBHBIMHU MPABOBHIMHU aKTaMH,
OTIepaTOpaMH, SBIISIOIIMMUCS TOCYAAPCTBEHHBIMU UM MYHUIIUIIAIIbHBIMUA OpTraHaAMI.

— IlocTaHoBneHune [IpaBuTenscTBa Poccniickon Oenepanuun oT
15 cents6ps 2008 r. Ne 687 «O6 yrBepxknennn [lonoxkeHus 006 OCOOCHHOCTSX
00pabOTKU TNEpPCOHAIbHBIX JAaHHBIX, OCYIIECTBIIIEMON 0€3 HCMIOJIb30BaHUS CPEACTB
aBTOMATHU3AIUNY.

— Ilocranosnenue [IpaButensctBa Poccuiickonn @enepanuu ot 06 uronst 2008 r.
Ne 512 «OG0 ytBepxkaennn TpeOOBaHU K MAaTEpUATbHBIM HOCUTEIISIM OMOMETPUYECKUX
MEPCOHANIBHBIX JAHHBIX U TEXHOJOTHUSM XpaHEHUs TaKWX JaHHBIX BHE HH(pOpMa-
IIUOHHBIX CUCTEM MEPCOHATBHBIX TaHHBIX).

— IlocranoBneHue [IpaBurenscrBa Pocculickon denepaunun oT
09 despans 2012 1. Ne 111 «OO0 »>7€KTpOHHON MOAMKCH, UCIOIL3YEMON OpraHamMu
UCTIOTHUTENILHON BJIACTH M OpraHaMH MECTHOTO CaMOYMpPAaBIICHUS MPH OpraHU3aI|H
AJIEKTPOHHOTO B3aUMOJICHCTBHS MEXy CO00M, 0 mopsaKe €€ UCIIOJIb30BaHUS, a TAKKE
00 yCTaHOBJICHHH TpeOOBaHUM K 00ECIEYEHUI0 COBMECTUMOCTHU CPEACTB AJIEKTPOHHOMN
TIOJIITUCH.

— Tlocranosnenue [IpaButenscTBa Poccuiickoit @enepammu ot 26 utons 1995 r.

No 608 «O cepTudukanuu CpeacTB 3aUThl HHPOPMALTTN.



— IIpuka3z ®Cb Poccum ot 27 gexabpsa 2011 r. Ne 795 «OO0 yTBepkIeHUU
TpeboBanmii k Qopme KBanuUIUPOBAHHOTO cepTU(dUKaTa KIHOYa MPOBEPKHU
AJIEKTPOHHOM HOIIUCH.

— IIpuka3z ®Cb Poccum ot 27 gexabpsa 2011 r. No 796 «OO0 yTBepkIeHUU
TpeOoBanuii K cpeacTBaM 3JEKTPOHHOW mnoanvcu W TpeboBaHuil K cpeacTBam
YIIOCTOBEPSIOLLIETO LIEHTPa.

— IIpukaz ®AIICHU ot 13 urons 2001 r. Ne 152 «O0 yrBepxknennu UHCcTpyKInu
00 opraHuzanuu U obecrieueHnu 0e30IMacHOCTH XpaHEHus, 00pabOTKU U Tepeaayuu 1o
KaHajiaM CBSI3M C MCIOJIb30BAaHUEM CPEJICTB KpUNTOTrpaduueckon 3amuThl HHPOpMa-
UM C OrPAaHWYCHHBIM JOCTYIIOM, HE COJepXalleld CBEICHUH, COCTABISIOMINX
rOCYJTapCTBEHHYIO TAWHY».

— Meronnyeckue peKOMEHIAIMH 110 00ECIIEYEHUIO C TIOMOILBIO KPUIITOCPECTB
0€30MacHOCTH MEPCOHANbHBIX JAHHBIX MNpU HX 00pabdoTke B WH(MOPMAIMOHHBIX
CHUCTEMax IEePCOHAJBHBIX JaHHBIX C HCIIOJB30BAHUEM CPEICTB aBTOMATH3aIUH,
yrBepxkaeHbl @Ch Poccun 21 despains 2008 r. Ne 149/54-144.

— IlonoxxeHue o TMIEH3UPOBAHUY JIEATEILHOCTH 110 pa3padOTKe, MPOU3BOJCTBY,
PacCIpOCTPAHEHUIO (G pPOBATBHBIX (kpunTOrpaQUUECcKuXx ) CPEACTB,
UH(POPMAIIMOHHBIX CHUCTEM M TEJIEKOMMYHUKALIMOHHBIX CHCTEM, 3alIUIIEHHBIX C
UCIIOJIb30BaHUEM IIHPPOBAIBHBIX (KpUOTOrpaMyecKux) CPEACTB, BBITOJIHEHHIO
paboT, OKazaHWIO yCIyr B obnactu mudpoBaHUs HHPOpPMAIUU, TEXHHUUYECKOMY
00CTY>KMBaHUIO MUGPOBATBHBIX (KpUNTOrpaduIecKux) CpeacTB, WHDOPMAITMOHHBIX
CUCTEM M TEJICKOMMYHHUKAIIMOHHBIX CHUCTEM, 3allUIIEHHBIX C HCIOIh30BAaHHEM
mUGPOBATBHBIX (KpUNITOTpaQUUECKUX) CPEIACTB (3a HCKIIOYEHUEM ClIydas, eCiu
TEXHUYECKOE O0OCIy)KMBaHUE MMHU(PPOBATBHBIX (KPUOTOrpaQUUYECKUX) CpPEJICTB,
UHPOPMAITMOHHBIX CHUCTEM M TEICKOMMYHUKAIIMOHHBIX CHCTEM, 3alUIIEHHBIX C
UCIIOJIb30BaHUEM IHU(PPOBANBHBIX (KPUOTOrpaUUECKUX) CPENCTB, OCYIIECTBISETCS
Ui oOecrieueHus COOCTBEHHBIX HYXK[ IOPUAMYECKOTO JIMIA WM WHAWBHIYaTBHOTO
npeAnpuHUMATENia), YTBEpKIEHHOEe mocTaHoBIeHUeM I[IpaBurenbctBa Poccuiickoii

®deneparuu ot 16 anpens 2012 r. No 313.



— Ilonoxenne o pa3zpaboTKe, NPOU3BOACTBE, peaIU3alUU U HKCIUTyaTaluH
mupoBaibHbIX (KpunTorpadguueckux) cpeacts 3amutbl uHpopmammu ([lomoxxenue
[1K3-2005), yrBepxkaéunoe npukazom OCb Poccun ot 9 gespans 2005 r. Ne 66.

— TpeboBanus k Taxorpadam, yCTaHABJIMBAEMbIM Ha TPAHCIOPTHBIE CPENCTBA,
YTBEpXKIAEHHBIE NpUKa3oM MwuHucrepcTtBa tpancnopra Poccuiickon ®enepanuu OT
13 despamns 2013 r. Ne 36.

— IlpaBuna ucnonap30BaHUs TaxorpadoB, YCTAHOBJIEHHBIX Ha TPAHCIOPTHHIE
CpPEACTBa, YTBEPXKAEHHbIE TIpUKa3oM MuHucTepcTBa TpaHcnopra Pocculickon
®enepaunu ot 13 derpans 2013 r. Ne 36.

— I'OCT P 34.12-2015 Hudopmarnmonnas texnoiorusi. Kpunrorpapuueckas
3amuTa uHpopmaruu. biounsie mudpsi.

— I'OCT P 34.13-2015 HNudopmanuonnas texHojorus. Kpunrorpaduueckas
3amuTa nHdopmaruu. Pexum padoThl 0109HBIX MIHGPOB.

— I'OCT P 34.10-2012 Undopmammonnas texHomorusi. Kpunrorpapudeckas
3amuta nHpopmanuu. [Ipoueccsl GopMHpoBaHUs U IPOBEPKU AIEKTPOHHON LIMPPOBOH
HIOJIIHCH.

— I'OCT P 34.11-2012 UndopmanmonHas texHomorusi. Kpunrorpadpuueckas
3amuta nHpopmauu. OyHKIMS XeIupOBaHUS.

— 'OCT 28147-89 Cucremsl 00paboTku wuHGOpMAIMK. 3aluTa KPHUIITO-
rpaduueckas. AIrOpUuT™M KpUNTOrpapuueckoro npeodpa3oBaHusl.

— I'OCT P UCO/MDK 7816-4-2004 UndopmanmonHas texHojorus. KapTsl
uaeHTuukanonysle. KapTel Ha HMHTerpajgbHbBIX cXeMax C¢ KoHTakTamu. Yacts 4.
MexoTtpacieBble KOMaHAbl i OOMEHa.

— I'OCT P 34.11-94 Kpuntorpaduueckuii anropuT™M BBIUKCICHUS 3HAUCHUS
XAMI-(DYHKIMY 3aJaHHOTO COOOIICHNUS;

— I'OCT P 34.10-2001 Kpunrorpaduyeckuid anropuT™M BBIYHCICHUS 3HAYCHUS
ANEeKTpOHHOM 1udpoBoil mnoxanucu; Kpunrorpaguueckuit anroputm MnpoBEpPKU
3HAYEHUS DJICKTPOHHOU ITU(DPOBOI TOIUCH.

[Ipumeuanne — Kpunrorpadpuueckue anroputmsl ['OCT P 34.10-2001,
['OCT P 34.11-94 npumeHstoTCs TOJIBKO JUIsl peain3ald COBMECTUMOCTH C KapTaMu

taxorpada, BeimymieHHbME 10 31.12.2018.



2 OcHoBHbIe TexHnYeckHe xapakTepucTuku HKM-2.11

2.1 CocraB HKM-2.11

— «HaBuranmmnonno-kpunrorpadguueckuii Moaynb «HKM-2.11»;

— ®opmynsap Ha «HaBuranuonno-kpunrorpaguaeckuii Moayinb « HKM-2.11».

2.2 Texnuueckue xapakrepuctuku HKM-2.11

HKM-2.11 nomkHO MOHTHpPOBATHCS Ha IUIATy BHYTPU Kopityca OOpPTOBOTO
yCTpoicTBa Taxorpada.

[Moaxmouenne HKM-2.11 x mate Ttaxorpada OCYIIECTBISIETCS 4epe3 pa3beém
FCI 87409-110, 20.

[Toaxmouenue kabenst anteHHbl npuémuHuka [HCC ocymecTBisieTcss yepes
pa3sém — MMCX (Amphenol 908-24100).

[Tutanne HKM-2.11 ocymiecTBisieTcs OT HICTOYHUKA MATaHMS Taxorpada.

Hanpspkenue nutanus noctostaaoe 3,3 B £5 %, 50 B £ 5 % ¢ 3a3emnéanbim

«MHHYCOM.

2.3 ®yuknun HKM-2.11 u nogiep;kuBaemMble Kpunrorpapuyeckue
AJITOPUTMBI

HKM-2.11 B cocTaBe Taxorpada BBITIOIHSICT CICAYIOMNe (QYHKITNH:

— MpoBeJeHNe B3auMHOM ayTeHTuduKauu kapT taxorpada u HKM-2.11;

— (opMHpoOBaHUE U Mepeaaya B mporeccop taxorpada JTaHHBIX O MapaMeTpax
JBUKEHUS TPAHCIIOPTHBIX cpeicTB Ha ocHoBaHUM AaHHbIX ['HCC (Tekyiast ckopocTs,
KOOPAWHATHI);

— (opMHpoBaHME W Tiepenada B Ipolieccop Taxorpada JaHHBIX O TEKYIIEM
Bpemenu B popmare UTC(SU);

— ApXUBHPOBAHUE JJAHHBIX O KOOPJAWHATAX, CKOPOCTU TPAHCIIOPTHOI'O CPEJICTBA
u TekyiieM Bpemenu B popmare UTC(SU);

— apXMBUPOBaAHUE JaHHBIX 0 coObITHSIX HKM-2.11,;

— apXUBHUPOBAHUE JAHHBIX O COOBITUAX Taxorpada;

— apXMBHPOBAHHUE JAHHBIX MO 3aMPOCy OT Taxorpada;
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— obecrieueHNEe XpaHEHHs JAHHBIX B HEKOPPEKTHPYEMOM BHUJAE B apXHBE
HKM-2.11;

— JIOJTOBPEMEHHOE XPAHEHHE 3apeTMCTPUPOBAHHBIX JAHHBIX (32 MOCIEAHHE
365 ngHell) B HeEKoppekTupyeMoM Buae B apxuBe HKM-2.11, B Tom umucie,
UACHTU(UKAIIMOHHBIX TaHHBIX, BBOAUMBIX B HKM-2.11,

— of0ecrieyeHne KOHPUIACHIMATBHOCTHA, IEJIOCTHOCTH M ayTeHTU(UKAIUU
JAHHBIX, 3arpyxaeMbix u3 apxuBa HKM-2.11 Ha BHemHue HOCUTENHN UHPOPMAIIUK;

— yHOpaBlieHUE pa3rpaHUYEHUEM JIOCTyMa K AaHHbIM apxuBa HKM-2.11;

— obecrieueHne KOH(MUICHIMAIBHOCTH, LEIOCTHOCTH U  ayTEeHTH(QUKAIUH
JAHHBIX, TIEPEIaBaeMbIX MEXKIY Taxorpagom u kapramu Taxorpada;

— XpaHEHUue KI04YeBOM HH(pOpMAaIUK.

HKM-2.11 oOecneunBaeT BBHIMOTHEHUE CIEAYIOMUX KpUOTOrpauueckux
QITOPUTMOB:

— mudpoBaHue u pacumdppoBanue naHHbIX Mo anroputmy ['OCT 28147-89 B
pEKUME MTPOCTOM 3aMEHBI U TPOCTOM 3aMEHBI C 3aLICTIICHUEM,;

— mudpoBanue u pacumdpoBanue nanupix o anroputmy ['OCT P 34.12-2015
«Marmay» B pexxrumax IpoCTOM 3aMEHBI U TPOCTOM 3aMEHBI C 3aLEITICHUEM (OCT
P 34.13-2015);

— BBIUKCIICHUE KpUNTOrpaduyecKOl KOHTPOIBHOM CYMMBI [0 aJIrOpuTMam
['OCT 28147-89 u I'OCT P 34.13-2015 B pexumMe BbIpaOOTKH UMHUTOBCTABKY;

— BBIUKCIIEHUE 3HAYEHHUS XAU-PYHKIUU 3aJJAHHOTO COOOIIEHHUS MO aIrOPUTMY
['OCT P 34.11-94, TOCT P 34.11-2012,;

— BBIYHCIICHUE 3HAUCHUS 3JIEKTPOHHON IIU(PPOBOIl MOANUCH C UCTIOIB30BAHUEM
anroputma 'OCT P 34.10-2001, 'OCT P 34.10-2012;

— MPOBEPKY 3HAUYEHUS SJEKTPOHHOU LU(POBON moAnucH, cHOPMUPOBAHHON C
ucrnoas3opanrueM anropurma ['OCT P 34.10-2001, 'OCT P 34.10-2012;

— CcorJlacoBaHMe Kiro4ei B cooTBeTcTBHH ¢ anroputMoM « VKO GOST R 34.10-

2012»:;

— yJaJeHue KIYeBON HHPOPMAIIHH 110 UCTCYCHUH CPOKa € JCHCTBU.
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3 KuarwueBas cuctema HKM-2.11 u ki1r0oueBble HOCUTEIH

3.1 CocraB kiawueit HKM-2.11

Cpoxk neiicTBus Kiro4ei
Oo0o3nauenune Onpenesienne
HKM-2.11
3aKpbIThIM KJIIOY, IPEAHA3HAYCHHBIN 1J1s1
S MIPOBEJICHUS B3AUMHOM ayTCHTH(PUKAIIUT 1 3
KC rouaa
BBIPA0OTKH CEaHCOBOTO KJIF0Ua 0OMEHA IaHHBIMHU C
kaptamu Taxorpada u cepsepom ACTK
3aKpBITHINA KITH0Y (POPMUPOBAHHS HIEKTPOHHON
Sca 3 roma
MHOIMUCH
OTKpPBITHINA KJIHOY MTpeIHa3HAYEHHbIN JJ1s1
p MIPOBEJICHUS B3AUMHOMN ayTeHTHU(PUKALIUU U 6
KC JIET
BBIPA0OTKH CEaHCOBOTO KJIF0Ua 0OMEHA IaHHBIMH C
kapramu Taxorpada u ceppepom AUCTK
Pcan OTKpBITHIN KJIFOY IPOBEPKU JIEKTPOHHOM noanucu | 15 ner

3.2 3aHeceHue KJ04YeBOW MHPOPMAIIUM B IHEPTOHE3aBUCUMYIO MAMSTh

3anecenne kmoudeBor wHGopMmanuu B HKM-2.11 mpouwsBoguTcs Ha 3Tarme
npou3spojctBa HKM-2.11.

3HaueHHUS TapaMEeTPOB  KPUNTOTPAQUUECKUX aJITOPUTMOB U  KJIOUYEBas
unpopmarmss HKM-2.11 zarpyxkatorcs B HKM-2.11 ¢ ucnons3oBanueM ceptudu-
[IUPOBAHHBIX TMPOrPAMMHO-AIAPATHRIX CPEICTB, OpraHu3aluei, obyanaroen
cootBercTBytoneH nuieHzuern ®Ch Poccun.

3arpy3ka ceptudukaTtoB OTKphITHIX Kitoued HKM-2.11 ocymiecTBisieTcs B

npotuecce npoeaeHus akrupuzauun HKM-2.11 B coctaBe Taxorpada.
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4 Yuér u xpanenue HKM-2.11 u kpuntorpapuyeckux Kiro4ei

4.1 VYuér u xpanesue HKM-2.11

4.1.1 Yuér u xpanenue HKM-2.11 npu pacnpocTpaneHnu

Opranuzanus noskzemiuisipaoro yuéta HKM-2.11 Bo3naraercs Ha npeanpusiTue-
3aKa3yuKa.

[Ipu xpanennu HKM-2.11 B opraHu3anuu, OCYIIECTBISIOIIEH pacrpocTpaHe-
aue HKM-2.11, nosxzemmisipabiii yu€t u xpanenne HKM-2.11 nomkHbBI MpOU3BO-
JUTHCS B CIAEAYIOIIEM MOPSAKE:

1) Tlosxzemmuisipubii  yuét HKM-2.11 ocyiiecTBisieT  yHOIHOMOYCHHBIH
COTPYIHHUK OpraHM3alMy, BHECEHHUEM COOTBETCTBYIOLIMX 3alUCEd B KypHall ydéTa
HKM-2.11.

2) Ilpu pacnpocrpanenun HKM-2.11 nomkHa TpPOU3BOAUTHCS TPOBEPKA
Hammuust 'y nokynarenss HKM-2.11 munensuit @Cb Poccun Ha AedAT€IbHOCTH 1O
pacnpoCTpaHEeHUIO MU(PPOBATBbHBIX (KPUNTOrPapUUECKUX) CPENICTB.

3) Ilpu mepenaue HKM-2.11 npou3BoauTeNb AOKECH 3allUCHIBATh PEKBU3UTHI
MOKyTaTelNs B )KypHaJie nmosk3emiusipaoro yuéra HKM-2.11.

4) Pacmpoctpanutenss HKM-2.11 nomkeH BeCTH KypHaT MOSK3EMILISPHOTO
yuéra HKM-2.11 ¢ ykazanuem: gatel npuooperenns HKM-2.11, nater npogaxun HKM-
2.11, pexBuzutoB nokynareneid HKM-2.11.

5) Ckiaackue mnomernieHus pacnpoctpanutens HKM-2.11 nomkHBI  OBITH
oOecreyeHbl CAEAYIOMMMU MEPAMU 3aUTHI:

— 3aLIUTON OT NPOHUKHOBEHMS (YCUJIEHHAS ABEPH, PEIIETKHA HA OKHAX);

— CHCTEMOM 3allUThl OT HECAaHKIIMOHMPOBAHHOTO JIOCTYyMAa C JIByMs HE3aBUCH-

MBIMU KOHKYpamu 3allUThl (MeXaHuyeckuil + 1udpoBoil wim GuomeTpuyec-
KM 3aMOK, CUCTEMa OXPaHHOW CUTHAIM3AllNH, BUACOHAOIIOACHNS);

— CIIMCKOM JIMl, UMCIOIIHUX JOITYCK B IIOMCIHICHHUC U JKYPHaJIOM BblJJa411 KJIFOYEH.
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4.1.2 Yuér u xpanenue HKM-2.11 npu BcTpauBanuu ux B Taxorpad

[Ipu mpoBenenun pabor mno BerpauBanuto HKM-2.11 B Taxorpad
no3k3eMIuIsIpHbIid yaét HKM-2.11 nomxeH npou3BOIUTECS B CIEAYIONIEM MOPSIKE:

1) Opranuzanuys, ocyiiecTBisomas BcrpauBanne HKM-2.11 B Ttaxorpad
noibkHa obecrieunts yu€T mpuodperéHupix HKM-2.11 B xypHasie mo3K3eMILIIPHOTO
yaéta HKM-2.11. B xypnane nosx3zemiusipHoro yuéra HKM-2.11 peructpupyrorcs
3aBOJICKHE HOMepa Taxorpados, B KOTOphie ycTaHaBiauBaroTcs HKM-2.11.

2) JlaHHBIE O 3aBOJCKUX W perucTpanuoHHbIx HomMepax HKM-2.11 u 3aBoackux
HoMepax TaxorpadoB, B kotopbie HKM-2.11 Oblmu BCTPOEHBI, MO 3alTUIIEHHOMY
KaHally, OOEeCIEeYMBAaIOIIEMy LEJIOCTHOCTh M KOH(PUACHIIMAIBHOCTh IepeaaBaeMoi
undopmaruu, Hanpasisiorcs B DBY  «PocaBToTpanHc» i BKIIIOYEHUS B
COOTBETCTBYIOIIUH [IEPEUCHb.

3) O6opyaoBaHuE CKIAICKAX TIOMEIICHUH OpTaHU3alluH, BBITOIHSIONICH paOboThI
no BctpauBanuio HKM-2.11 B taxorpad, 10KHO 0OecrieunBaTh:

— 3alIUTy OT NPOHUKHOBEHUS (YCUJIEHHAs ABEPh, PEIIETKA HAa OKHAX);

— 3alIUTy OT HECAHKUMOHUPOBAHHOIO JOCTYIA, COCTOSIIYI0 U3 JABYX HE3aBU-

CUMBIX KOHTYpPOB 3alllUThl (MeXaHUueCKui + 1udpoBoil uim 6uomeTpuydec-
KM 3aMOK, CUCTEMa OXPaHHOW CUTHAIM3AllUH, BUACOHAOIIOACHNUS);

— YYET JIML, UMEIOIINX JOMYCK B MOMEUIEHUE U KyPHAJI BbIIAYH KITFOUEH.

4) TIpu mocraBkax TaxorpadoB co BcTpoeHHbIMH HKM-2.11 npowusBoautesb
taxorpada JOKEH MPOU3BOJUTH 3alUCh PEKBU3UTOB TMOKyMarens (pacmpocTpa-
HUTEIA) Taxorpada B KypHaje modk3emmusipHoro yuéta HKM-2.11.

4.1.3 Yuér HKM-2.11 npu pacnpocTpaHeHHH M IKCILTYaTAIUM B COCTABE
Taxorpaga

Yuér HKM-2.11 B cooTBeTcTBYIOIIMX NIepeuHsix Benércss O®bY «PocaBTroTpancy»
B COOTBETCTBUHU C TpeOoBaHusMH Tiprkaza Muntpanca Poccuu ot 13 despans 2013 T.
Ne 36.

Bragenbipl TpaHCIOPTHBIX CPEACTB BEAYT YUET TaxorpadoB cO BCTPOECHHBIMHU

HKM-2.11 B pamKkax yCTaHOBIICHHBIX MPABUJI yu€Ta MaTePUATHHBIX IIEHHOCTEH.
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4.1.4 Yuér u xpanenue HKM-2.11 npu TexHu4eckom 00c1y:KUBAHUT
Taxorpagos

Macrepckue, npuodperas HKM-2.11, nomxkHbl o0ecieunTh UX MO3IK3EMILISAP-
HBIN y4€T, 3alMChIBas B )KypHaT nosk3eMiusipHoro yuéta HKM-2.11 yuérusie HomMepa
HKM-2.11.

Xpaneane HKM-2.11 nomkHO OCYIIECTBIATHCA Ha CKiage MacTepckoi,
000pyI0BaHUE KOTOPOTO 00ECIICUNBACT:

— 3alIUTYy OT MPOHUKHOBEHUS (YCUJICHHAs ABEPh, PEHIETKU HAa OKHAX);

— 3aIIATY OT HECAHKIMOHHMPOBAHHOI'O IOCTYIIA, COAEPIKAILYIO0 /1BAa HE3aBHUCH-
MBIX KOHTypa 3allUThl (ME€XaHW4YeCcKuid + 1uppoBOM WM OMOMETPUYECKUN 3aMOK,
CHCTEMa OXPaHHOW CUTHAJIN3alUH, BUICOHAOTIOACHMS);

— YYET JIML, UMEIOIINX JOMYCK B IOMELIEHUE U JKyPHAJI BbIJAUYH KITFOUEH.

[Ipn axtuBM3aumu Taxorpada mpeacraBuTellb MacTepcKoil JTOJKEH MPOBECTH
CJIEAYIOIIUE YUYETHBIE ONIEpaLlN:

— cJienaTh 3alKch B XKypHaie nosk3emiusipHoro yuéta HKM-2.11 o 3aBojckom
u peructpanmoHHoM Homepax HKM-2.11, ycTaHOBIEHHOTO Ha 3aJaHHOE TPAHCIIOPT-
HOE CPEACTBO M BHECTH B JKypHAQJI 3allUCh O PEKBU3UTAaX BJIAJENbIa TPAHCIOPTHOTO
CPEICTBA;

— MO 3alMIIEHHOMY KaHaly, OOecleuMBarolleMy IEeJIOCTHOCTh W KOH(U-
JICHIMAJILHOCTD MepeaBaeMoi HH(OPMALIMY, UCIIOJB3YS KapTy MacTepCKOil repenarthb
B ObY «PocaBroTpaHcy» naHHbIE:

® 0 3aBOJICKOM U perucTpannoHHoM Homepax HKM-2.11,;
e 00 akTUBHM3aLMU Taxorpada 1 ero 3aBoJCKON HOMep.

[Tpu 3amene oTpabOTaBIIETO CPOK IKCIUTyaTaluu uin otkazasmero HKM-2.11
MpeACcTaBUTENb, MacTepCKOU JOJIKEH IPOBECTU CIEAYIOIINE YUETHBIEC OIEPALIUU:

— clleNaTh 3aluch B )KypHale nosk3eMiuisipHoro yuéta HKM-2.11 06 ycraHoBke
HKM-2.11 ¢ ngaHHBIM 3aBOACKMM U PETHUCTPAIIMOHHBIM HOMEpaMu B Taxorpad,
YCTaHOBJICHHBIA HA KOHKPETHOE TPAHCIIOPTHOE CPECTBO, U BHECTHU B )KYpHAJ 3alIUCh O

TPAaHCIIOPTHOM CPCACTBE U €0 BJIAJCIIBIIC,
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— M0 3aIIMIIEHHOMY KaHaly, 00eCIeYMBaIOIIEMy IeIOCTHOCTh U KOH(PHUICH-
UAIBHOCTH NepeiaBaeMoil nHpopmatuu, HanpaBuTh B DBY «PocaBroTpancy» gaHHbIE:
® 0 3aBOJICKOM U PETUCTPALlMOHHOM HOMepax cHAToro ¢ taxorpagpa HKM-
2.11, nist yCTaHOBKH €T0 CTaTyca B COCTOSIHUE «3a0JI0KUPOBaHY;
® 0 3aBOJICKOM U peructpannoHHoM Homepax HKM-2.11, ycTaHOBIIEHHOTO
B3aMEH CHSTOrO, JUIsl YCTaHOBKM ero cratyca B coctosiHue «TC
aKTUBUPOBAHOY;

® 0 3aBOJICKOM HOMepe Taxorpada, B koTopom 3amenéH HKM-2.11.

4.2  Y4ér u XxpaHeHue Kpunrorpapuueckux Kiryei

4.2.1 Tlopsigok yuyéra u XxpaHenusi kpunrorpapuyeckux xiawueit HKM-2.11

VYuér kpuntorpapudeckux kimouer HKM-2.11 Benércs B coctaBe mep ydéTa
HKM-2.11 B cOOTBETCTBHH C MOPSAIKOM, YCTAHOBICHHBIM B pa3ziesie «YUET U XpaHEeHHE
HKM-2.11». OtnenbHble onepanuy yuéra KI0YeBbIX JOKYMEHTOB HE OPraHU3YIOTCA.

Cpox neficTBusl Kmo4ueBBIX JokyMeHTOB HKM-2.11 coctaBmsier Tpu roma c
MomeHTa aktuBm3aruu HKM-2.11.

Okcrutyatanuas  HKM-2.11 ¢ ucTekmuM CpOKOM  JEHCTBUS  KIIFOUEBOM
uHpopMmarmu 3ampemaercs. HKM-2.11 ¢ ucTekmmm CpoKOM AEWCTBHS KITIOUEBOM
nHpopMaruu MoIeKuT 3ameHe. Taxorpad 3a 60 qHeH 10 UCTEUCHUS CPOKA JICHCTBUS
kitoueBor napopmanuu HKM-2.11, hbopmupyer cooOiieHre o qaTe UCTeYEHUsT CPoKa
nevictBus  kimroueBod  mHGopManmun HKM-2.11 m o HEOOXOIUMOCTH 3aMEHBI
HKM-2.11.

4.2.2 Tlopsizok padoThI C KIKYAMM NPH TEXHUYECKOM 00CIy:KNBAHUU H
yruauzanuu HKM-2.11

1) Ilpu 3amene otpabotaBiiero cpok skcmiyatarun HKM-2.11 yHHYTOXREHHE
KIo4eBor  uH@opmanuu, coxaepxkameiics B HKM-2.11 ocymectBisieTcss B
aBTOMATU3UPOBAHHOM PEXHUME B COOTBETCTBHH C HKCILTyaTALMOHHON JTOKyMEHTalUen
Ha HKM 2.11. Tlpu stom ceptudukar otkpeitoro kitoua HKM-2.11 coxpansercs B
cocrae HKM-2.11 nns oGecniedeHust NpOBEPKU 3IEKTPOHHOM MOMKUCH BBITPY>KEHHBIX

JTaHHBIX U3 3amuiénHoro apxupa HKM-2.11.
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[Ipu BeIBome u3 okciuryatamun HKM-2.11 no 3aBepumieHust ero cpoka
IKCILTyaTal|H yAaJieHHe KI04YeBOM HMHGPOPMALMK  JOJKHO OCYIIECTBISATHCS
opranuzanuei, umerornieit nuien3uo @Cb Poccuu Ha BeIoHEHHE pabOT M OKa3aHUE
yciyr no myHktam 12 wmm 20 [lepedHst BBIONHSEMBIX pabOT B COOTBETCTBHH C
[Ipunoxennem Kk mnoctaHoBiieHUIO IIpaButenscrBa Poccuiickon @enepanuu OT
16 ampens 2012 r. Ne 313 c ucnonb3oBanem ceptuduiupoBanHsix ®Cb Poccun
cpeacts. [Ipu atom ceprudukar otkpeiToro kioua HKM-2.11 nomkeH ObITh COXpaHEH
B coctaBe HKM-2.11 jns oOecrnedeHUsT TPOBEPKU AJICKTPOHHOM  MOJIMHUCH
BBITPYKEHHBIX TaHHBIX U3 3anuiménHoro apxusa HKM-2.11.

VYuuutoxkenue kmodyeBo uHpopmammu HKM-2.11 ocymectBisercs B
COOTBETCTBUM € TpeOoBaHUAMU M. 46 «HCTpyKIIMK 00 OpraHu3auuu U o0ecrneyeHun
0€30MacHOCTH XpaHEeHUs, 00pabOTKU M Mepeladd Mo KaHajaM CBSI3U C MCIOJb30Ba-
HUEM CPEJICTB KpUNTOrpaduIecKoi 3auThl UHPOPMAIIUK C OTPAHUYCHHBIM JI0CTYTIOM,
HE COZEPKAIIEN CBEICHN, COCTABIISIOMINX FOCYIapCTBEHHYIO TalHY», YTBEPKIAEHHON
npukazom DAIICU ot 13 urons 2001 r. Neo 152.

Nudopmarus o BeiBome HKM-2.11 w3 skcmmyaranuui ¥ 00 YHUUYTOXCHHH
kimoueBoid mHpopmarmn B HKM-2.11 (3aBoickoil HOMep W JaTa yHUUYTOXKEHUS
KitoueBo nHpopmaiun) nepenaercs B ®bY «PocaBroTpancy.

2) Tocne yHmuToXeHus KirodeBoi nHpopmanuu, HKM-2.11 ¢ coxpaHeHHbIM
CEepTUPHUKATOM OTKPBITOIO KJIOYa JOJDKEH XPAaHUTHCS y BIAJIENbla TPAHCHOPTHOIO
cpeactsa. [Ipu atom cpok xpanenuss HKM-2.11 nocie ero BeIBojIa U3 AKCILTyaTallHH
JOJDKEH OBITh HE MEHEE TOJIA.

3) OrtpabotaBimme cpok skcmayatanmun HKM-2.11, mocne XpaHeHHsS WA
HKM-2.11, npu3HaHHbIe OTKa3aBIIMMU B IPOIIECCE AKCILTyaTallid HAa OCHOBAaHUU
3aKJII0YEHUS SKCIEPTHOM J1abopaTopuu, MOAJIEkKAT YTHIIN3AUUHU (YHUUYTOXKEHHUIO) MyTEM
bu3nYecKoro YHUUTOXKeHHsI MaTepuanbHoro Hocutesnst HKM-2.11, aro odopmisiercs
COOTBETCTBYIOIIUM aKTOM. B akTe yka3bIBalOTCS: HAUMEHOBAaHUE M3JENHs, JaTa €ro
BBITTYCKA, 3aBOJICKOM HOMEp, PErUCTPAIIMOHHBIN HOMEDP MO3K3EMIUIIPHOTO y4€Ta, aara
YHUYTOXKEHUS, TOJNMUCH UJICHOB KOMUCCHUM TIO YHHUYTOXCHHUIO MaTepHUATbHOTO

Hocutenss HKM-2.11 ¢ ux pacmudposkoit. Unpopmarus o6 yrumzanuu (Gu3ndeckom

17



YHUUTOKE€HUHU) MaTepuaibHoro Hocutenss HKM-2.11 (3aBoackoit Homep, ndara
YHUYTOXXEeHUsI HocuTens) epenaercsa B DBY «PocaBTorpancy.

4) Yrunuzaruss HKM-2.11 npoBoAuTCs MyTEM €ro MEXaHUYCCKOTO pa3pylICHUs
(mpeccoBanue, apoOieHue 3aekTpoHHOro moayns HKM-2.11). ®akt ytunmsanuu
HKM-2.11 odopmisiercs akToM MNpou3BOiabHOM QopMbl. CpoK XpaHEHUs akKTa

OIpCACIIACTCA I[CI\/IICTBYIOHII/IMI/I HOPMATUBHBIMH JOKYMCHTAMM.

4.2.3 Tlopsizok nelcTBUII MPU KOMIIPOMETAIMHU KJIKYEBbIX JOKYMEHTOB

CobbiTemM kommnpomeTaru kimoueBod uHpopmanumu HKM-2.11 sBnsercs
T1000€ HapyIIeHHE 1eTIOCTHOCTH KopITyca Taxorpada B MpOIECcCce ero IKCIUTyaTaluu, B
pe3ynbTare KOTOPOrO0 MOTJ0 OBl TPOW3OUTH HECAaHKIIMOHUPOBAHHOE M3BATHE
HKM-2.11 u3 3anmuménaoro Kopiryca taxorpada.

[Ipu BbIABIEHUH COOBITHS KOMIpPOMETAIMU KitodeBoil nudopmaruu HKM-2.11

IMOAJICKUT HGMGI[HGHHOﬁ 3aMCHC B YCTAHOBJICHHOM IIOPAAKE.
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5 Ucnoas3oBanue HKM-2.11

5.1 Tlopspaoxk BcrpauBanusi HKM-2.11 B Taxorpad

5.1.1 UcnbiTanus PYHKIHUOHAIBLHOCTH U COBMECTUMOCTH MPH
BcrpauBanun HKM-2.11 B Taxorpadg

JIist ipoBeieHMsI OIICHKU BJIMSTHUSL allapaTHbBIX, alnapaTHO-NPOTrPaMMHBIX U
MPOTPAaMMHBIX CPEJICTB Taxorpada Ha BBITIOJHEHUE 3aJaHHBIX TpeOoBaHUM Mo Oe30-
nacHoctu uHbopmaluu, npeabapiasieMbix K HKM-2.11 npu ero ¢yHKIIMOHUPOBAHUH B
mTaTHOM pexume, paspaborunky HKM-2.11 nomkeH ObITh MpEACTaBICH OIBITHBIN
oOpazenr mogenu Taxorpada co BcrpoenHeiM HKM-2.11. B cootBetctBum ¢ Ilomno-
YKEHUEM O pa3paboTKe, MPOU3BOJCTBE, peaU3alMi U IKCIUTyaTallui mMudpoBaIbHBIX
(kpunitorpaduuecknx) cpeactB 3ammtel uHGopMmarnuu (ITomoxkenue [1K3-2005),
yrBepk1€HHBIM npuka3zoM OCh Poccun ot 9 deBpans 2005 r. Ne 66 orienka BIusHUS
ocymiecTBisieTcs: paspadorunkom HKM-2.11 coBmecTHO coO crHenuain3upo-BaHHOU
opraHu3anueid. Pe3ynpTaTel O1eHKH BIHMSHUS (MCTIBITAaHW) B OopMe OTUETA, a TAKKe
oopazenr HKM-2.11 u omnbiTHBIM 00pazer; Ttaxorpada, ¢ KOTOPHIMH IPOBOJUIUCH
MCCIICIOBAHUS, HAMTPABIISIIOTCS 1Sl ipoBeneHus skcneptrssl B ®Ch Poccun, kotopas
FOTOBUT COOTBETCTBYIoOIIeE 3akitoucHue. [Ipu monoxurensHoM 3akmodueHun PCh
Poccuu nomyckaercs coBMecTHOE uctnolib3oBanue Taxorpada u HKM-2.11.

Jnst  ucnbITaHuil  (PYHKITMOHAIBHOCTH W COBMECTUMOCTH  IPOW3BOIUTEIb
taxorpada J0HKEeH MpeocTaBuTh pazpadotunky HKM-2.11:

— OIBITHBINA 00pazer] Taxorpada co BcrpoennsiM HKM-2.11;

— TEXHHYECKYI0 (KOHCTPYKTOPCKYIO M TIPOTPaAaMMHYIO) JOKYMCHTAIMIO Ha
Taxorpad, onuchIBarolyto Bce B3auMoercTBus Taxorpadpa ¢ HKM-2.11;

— MPOTOKOJIBI UCTBITaHWK Taxorpada co BcrpoeHHbiM HKM-2.11 (B
COOTBETCTBHUH C TEXHUUECKUMHU YCIOBHSIMHU).

Hcnbrtanust GyHKIIMOHATBHOCTH M COBMECTUMOCTH JIOJDKHBI TIPOU3BOIUTHCS JIS
KOKJ0M BepcUM TporpaMMHOTO oOecriedeHus Taxorpada. [Ipu m3MeHeHun Bepcuu
(oOHOBJIEHMM) TPOrpaMMHOro obecreueHus Taxorpada ucnbITaHus (HYHKIIMOHAIb-

HOCTH U COBMCCTHUMOCTH JOJI>KHBI ITPOU3BOAUTHCA ITIOBTOPHO B IIOJIHOM 00BEMeE.
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BerpanBanne HKM-2.11 B Taxorpad J0MmKHO NMPOU3BOAUTHCS JJIs1 TaXorpados,
OPOIIEAINX HUCHBITAaHUA (YHKIIMOHAIBHOCTH M COBMECTUMOCTH M MOJYYHBIIUX

MOJIOKUTEIbHOE 3aKIIOYCHUE O COBMECTUMOCTH.

5.1.2 TexHosoru4yeckuii mpouecc MNpou3BoJAcTBa Taxorpagos co
BcTpoenHbiM HKM-2.11

Ycranoska HKM-2.11 B Taxorpad Ha HpOU3BOACTBEHHOM Yy4YacTKe IOJDKHA
MpPOU3BOAUTHECS B cooTBeTcTBUM ¢ IlojokeHuem o pa3paboTke, MPOU3BOJICTBE,
peanu3anuy 1 SKCILTyaTaluy MU(QPOBaIbHBIX (KpUNITOrpa(UUECKUX) CPEICTB 3aLIUTHI
unpopmaruu (Ilonoxxkenne I1K3-2005), yrBepxknéunubim mpukazom ®Ch Poccun ot
9 dempais 2005 1. Ne 66.

Kontpons paborocnocoonoctn HKM-2.11 B coctaBe Taxorpada momkeH
oOecrieuynBaTh BBITIOJIHEHHE oneparuu auarnoctuku HKM-2.11.

[TpousBogutens HKM-2.11 wMoxeT ydacTBOBaTh B KOHTpOJIE Ipoliecca
BcTpauBanust HKM-2.11 B Taxorpad B TOM 4HCII€ OCYIIECTBIIATD:

— COIVIACOBAHME JOKYMEHTOB TEXHOJIOTMYECKOTO IIPOLIECCA;

— aHaJIU3 JaHHBIX COOBITUMHOIO MPOTOKOJIUPOBAHMS;

— aHaJIU3 OTYETHOCTH MO MPOU3BOJCTBEHHBIM OMNEPALMIM, MPEIOCTABISIEMBIM
IPOU3BOAMUTENIEM Taxorpada;

— IJIAHOBBIE Y BHEIJIAHOBBIEC TIPOBEPKHU.

[TpowsBoauTenp Taxorpada JOKEH MPeaoCTaBUTh ponsBoautento HKM-2.11
HEOOXOJMMbIE TEXHUYECKHE M OpPraHU3ALMOHHBIE YCIOBHS JUISl OCYLIECTBICHUS
ydactusi B KOHTposie 3a BcTpanBanneM HKM-2.11 B taxorpad.

[Tpouzsoautens HKM-2.11 BnpaBe oOpamiaThCsi B yCTaHOBJIEHHOM MOPSIKE MO
OCYILIECTBIICHUIO KOHTPOJIS U PACCIEA0BAHUS UHIIMACHTOB Ipy BcTpauBanun ~ HKM-

2.11 B taxorpad B Ynpasnenuss @Cb Poccun.
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5.2 Topsaok 3xcriryatauuu HKM-2.11 B coctaBe Taxorpaga

Okcrmyatanus HKM-2.11 B cocraBe Taxorpada Ao0JDKHA BBIMOJHATHCS B
COOTBETCTBHUH C HACTOSIIMMH [IpaBriiaMu MOTH30BAaHUS U TEXHHYCCKUMHU YCIOBUSIMU
Ha HKM-2.11.

Hapymennst mporiecca sKcIuTyataniud Ttaxorpada, MpHUBEANINe K HapYIICHHIO
IIEJIOCTHOCTH 3aIlIUTHI KOpIyca Taxorpada, JOHKHBI pacCMaTPUBATHCS, KaK COOBITHE

kommpomeTtarun HKM-2.11 u Bectu k 3amene HKM-2.11.

5.3 Tlopsinok TexHuuyeckoro oocay:xxkuBanua HKM-2.11

5.3.1 Omnepauun Texunueckoro oociay:xuBannsg HKM-2.11

B xome Ttexuumyeckoro oOcayxuBanusi HKM-2.11 ™MoryT BBIIOTHSATHCS
CJIEYIOIUE OTIePaIUH:

— muarHoctuka HKM-2.11 B coctaBe Taxorpada myTéM Ie4aTH OTYETa O
Texanueckom cocroganu HKM-2.11;

— nuarHoctuka HKM-2.11 B coctaBe Taxorpada myTéM BbIaud OTYETA O
texuudeckoMm coctosiuud HKM-2.11 Ha kapty Taxorpada;

— 3ameHa HKM-2.11 npu pemonTe Taxorpada;

— 3aMeHa OTpabOTaBIIEro CPOK IKCIUTyaTaluu uin otkazasmero HKM-2.11;

— YHUYTOXXKEHHE CEKPETHOro KJoya OTpadOTaBIIEro CpPOK HKCIUTyaTaluH
HKM-2.11 u neucnpaBnoro HKM-2.11.

5.3.2 MecTo npoBeeHHsI TEXHOJOTHYECKUX ONepanuii U cy0beKThI
TEXHUYEeCKOro 00CTyKUBAHUS

AxtuBuzanus taxorpada co BctpoennbiM HKM-2.11 u 3amena otpaboTaBiiero
CpoK skcrutyatauuu uinu HeucnpaBHoro HKM-2.11 MoryT mpou3BOAMTBCS Kak Ha
Tepputopun Mactepckoi, Tak u Ha yaanéHHoMm [locty aktmBu3ammm Taxorpada c
UCITIOJIb30BAHUEM COOTBETCTBYIOIIETO CEPTUPUIIMPOBAHHOTO 000PYIOBAHUS.

Huarnoctuka HKM-2.11 B cocraBe Taxorpada MoKeT MPOU3BOAUTHCS JTHOOBIM
MOJIB30BaTENIEM Taxorpada, ayTeHTU(PUITMPOBAHHBIM TPU TIOMOIIU KapThl Taxorpada
(Boaurens, Ilpeanpusitusi, Mactepckoit, Kontponépa) nyrém mnedatu oTdyé€ta O

TexHuyeckoM coctosany HKM-2.11.
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5.3.3 AxTtuBu3anusa u nuarmocruxka HKM-2.11

[Ipu aktuBuzammum HKM-2.11 nmomkHO oOecnieunBaTHCS  BBIOJTHEHHE
CJIeAYIOIMNX TPeOOBaHMIA:

— HKM-2.11 B opranuzanuyd — HM3TOTOBUTEIM Taxorpad®oB M B MacCTEpPCKHE
MOCTYNAIOT C 3arpy>KEHHOU KIII0UeBOM nH(popMarmeii;

— kmoueBas uHpopmarus, 3arpyxxenHas B HKM-2.11 B mporecce ero
MIPOM3BO/JICTBA, JI0 3arpy3KH B Hero kBaiauduimpoBaHHoro ceptudukara HKM-2.11 u
3aBepiieHus aktuBuzauuu HKM-2.11 He npuHa/UIeKUT BiaAENbIly TPaHCIOPTHOTO
CpEIICTBA;

— axtuBmzanus HKM-2.11 ocymectBisiercs mociie ayTeHTU(DUKAIUN UM KapThI
MAaCTEPCKOM;

— taxorpad c¢ HeaktuBu3upoBaHHBIM HKM-2.11 3ammceiBaeT Ha KapTy
MacTepCKOM JaHHBIE, HEOOXOUMBIE JIJI CO3/IaHMsI KBATU(PHUITUPOBAHHOTO cepTU(HKaTa
kimroua HKM-2.11 (nanee — nanHbIe A1 cO3AaHUs cepTU(dUKaTa KiTrova);

— MacTepcKasi HampaBlsieT JAaHHbIE ISl CO3JaHus cepTuduKara KiIoda B
AKKPEIUTOBAHHBIN YJIOCTOBEPSIONIUI LIEHTP;

— MacTepcKasi, oJiyunB KBaluuimpoBanubiii ceptudukar kiroua HKM-2.11,
3aIlMCHIBACT €T0 HA KapTy MacTepCKOM;

— BBOJ KBanmpuuupoBaHHoro ceptudukata kmoda HKM-2.11 ¢ xapTsl
mactepckoit B HKM-2.11 ocymectBusiercss nmyTéM BBOJa KapThl MAacTEPCKOM B
taxorpad, BBoga PIN-koma u ayrentudukanuu kaptsl Mactepckoit HKM-2.11;

— TMpOBepKa 3aBepIIeHUs 3arpy3Ku KBAIM(UIIMPOBAHHOTO cepTudUKaTa KIoda
HKM-2.11 ¢ kapter macrepckoit B HKM-2.11 mnpoBoautcss mnyTéM B3auMHOU
ayreHTuuKanuu kaptel mactepckoit 1 HKM-2.11;

— nocne 3arpy3ku B HKM-2.11 kBanuduiupoBaHHOro ceptudukara Kiroda
HKM-2.11 ocymectBisercs 3arpy3ka B HKM-2.11 uneHTH(DUKAITMOHHBIX JaHHBIX
TPAaHCIIOPTHOTO CPEJCTBA, a TaKKe YCTAHOBOYHBIX TMApaMeTpoOB, TPEOYIOMINX

coxpaHeHus B 3amumeénnom apxuse HKM-2.11;
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— nocne 3arpy3ku B HKM-2.11 uaeHTuuKanmoHHbIX JAHHBIX TPAHCIIOPTHOTO
CpEICTBa M YCTAaHOBOUYHBIX IMAapaMETPOB, TPEOYIOMMX COXPAHEHHUS B 3aIIUIIEHHOM
apxuBe HKM-2.11, aktuBmzanuss HKM-2.11 3aBepmiaercs, kirodeBas uHdopMmaims,
3arpyxerHas B HKM-2.11, ¢ 3Toro MoMeHTa MpUHAJICKHUT BIAACIbILy TPAHCIIOPTHOTO
CpEIICTBA;

— MacTepcKasi HalpaBJsIeT CBEJCHUS 00 aKTUBU3UPOBaHHBIX Taxorpade u HKM-
2.11 nns X BHECEHHS B COOTBETCTBYIOIINE TTEPEYHH.

Jluarnoctuka Ttaxorpada co BctpoeHHbiIM HKM-2.11 nyrém medatu oTtuéta
JIOJKHA BBITIOJNHATHCS B CICTYIOIIEM MOPSIKE:

— TOJB30BaTENb  JOJDKEH AayTeHTU(PHUIIMPOBATHCS MPHA  IMOMOIIA  KAPTHI
Taxorpada;

— TOJB30BaTENb JOJDKEH 3alpOoCUTh (DYHKIIMIO BBIBOJA JAHHBIX JUATHOCTUKU
HKM-2.11 na nieuarsn;

— taxorpad momKeH chOpPMHUPOBATH OTYET, B KOTOPBHIM aBTOMATHYCCKH
BKJIFOYAETCS] TEKYIlee BpeMs, JlaTa, KOOPJUHATHI MECTOHAXOXKJICHUSI TPAHCIIOPTHOTO
cpenctBa u 3aBojackoii Homep HKM-2.11 Taxorpada, moanucanHble KBaTU(QUITUPO-
BAHHOM 3JIEKTPOHHOM MOIMHCHIO;

— MpU BHITPY3KE HA BHEIIHHE HOCUTEIM JIAaHHBIX, COJCPKAIIUXCS B IMaMSITH
OOpPTOBOIO YCTPOUCTBA, B cOcTaB ATUX JaHHBIX HKM-2.11 aBTOMaTH4YeCKH BKITIOYACTCS
TEKyIlee BpeMsl, JaTa, KOOPAWHATHI MECTOHAXOXKICHHS TPAHCTIOPTHOTO CPEACTBA U
3aBojickoii HOMep HKM-2.11, moanucanHbie KBaIM(DUIIMPOBAHHON SJIEKTPOHHOU
MOJIMKCHIO;

— JIOCTYM K maMaTu 3amuiménnoro apxusa HKM-2.11 ocymiecTBisieTcst TOIBKO
MOCJIC TPOBEJICHUS B3aMMHOW ayTEHTH(PUKAIMKA KapThl (KOHTPOIEPA, MACTEPCKOM,
npeanpusatus) 1 HKM-2.11;

— JIaHHBIE O TIPOBEICHHON ayTeHTHU(HKAIIMN KapThl PETHCTPUPYIOTCS B MMAMSITH
samuméaHoro apxusa HKM-2.11;

— B JIaHHBIC, BBITPY)KacMbI¢ Ha BHEIIHUE HOCUTEIIM W3 MaMSTH 3aIIAIIEHHOTO
apxuBa HKM-2.11, aBToMaTu4ecKku BKJIHOYAETCS JaTa, BpeMs, CUETUUK COOBITUH U

KBaJIM(DUIIMPOBAHHAS AJIEKTPOHHAS MTOATHUCH.
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5.3.4 3amena HKM-2.11 npu o6cay:kuBaHuu Taxorpadga

3amena HKM-2.11 npousBoauTCs B Cllydasx:

— BBIJa4u Taxorpadom IUarHocTHUKU o0 omubdkax padotsl ¢ HKM-2.11;

— Bbigaun HKM-2.11 nuarnoctuku 06 omubkax B pabore HKM-2.11;

— KOMITPOMETAIINH KITt0UeBBIX JokyMeHToB HKM-2.11,

— BbIpaboTku HKM-2.11 ycTaHOBICHHOTO CPOKa MOJIb30BAHUS.

[Tpu 3amene HKM-2.11 BBITOTHSIOTCS CASAYIOMIAE OTIEPAITIH:

— MPOU3BOJUTCA OCMOTP CPEACTB 3amUThl Taxorpada (cocrosiHusa Kabesei,
CTBIKOB MOJKJIIOUEHUS TPOBOJAKH, 3AIIUTHBIX IUIOMO M KJIEHM) M HMX COCTOSTHHE
3aHOCHUTCSI B AKT BBITIOJTHEHHBIX PabOT B BHUJIE COOTBETCTBYIOIIEH 3aIMCH: «CPEICTBA
3allMTHl Taxorpada He HAPYIICHBD» WIH «MMEIOTCS CIEAYIOIME HApPYIICHUS CPEJCTB
3aIUThI Taxorpaday;

— Mpu OOHapY>KEHUU HAPYIICHHs CPEICTB 3aIIUTHI Taxorpada mpeacTaBUTENhb
MAaCTEPCKOU JTOJDKEH:

e choTorpadgupoBaTh UMEIOIIKUECS HAPYIIEHUA, pacnieyaTaTs GoTorpapuu
U TIPWJIOKHUTH X K AKTY BBITTOJTHCHHBIX pa0oT;

e coxpaHuTh IUpoBeie QoTtorpaduu g OTYETHOCTHU B aAPXUBE
JIOKYMEHTOB Mactepckoi;

® YBEJOMWTH BIIAJENblIa TPAHCIIOPTHOTO CPEACTBA 00 OOHAPYKEHHBIX
HapYIICHUSX CPEJCTB 3aIIUTHI Taxorpada;

e cciu Taxorpad HaxoAUTCs Ha rapaHTUu — 0GOpMHUTH AKT 00 OTKase B
rapaHTUWHOM OOCITYXKMBaHMM HA OCHOBAaHWU HApPYIICHUS CPEACTB
3aIuThl Taxorpada;

— MPOM3BECTH JEMOHTaX Taxorpadga B COOTBETCTBUHM C TEXHHUYECKOMH
JIOKyMEHTAIMEHN OoCTaBIMUKa Taxorpada;

— MPOU3BECTH BCKpBITHE Kopiyca u 3ameny HKM-2.11;

— MPOU3BECTH ONEPALMH YCTAHOBKH, akTuBU3aiui HKM-2.11 B ycTaHOBIIEHHOM

HaCTOAIIKUMMMU ITPpaBUJIaMH ITOPAIKE,
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— OCYIIECTBUTh YHUYTOXeHHEe KiatoueBod uHpopmaumn HKM-2.11 B
MacTEepCKOM C UCTOIb30BAaHUEM CEPTUHUIUPOBAHHOTO 00OPYIOBAHUS B COOTBETCTBUH

C TEXHUYECKOU JoKyMeHTaruel npouspoaurenss HKM-2.11.
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6 TpeGoBanus mo o6ecnedeHHI0 Mep 3alIUTHI

6.1 TpebGoBaHus K NOMeEIIEHUIO

O6opynoBanue MOMEIICHUH, MPeIHA3SHAYCHHBIX ISl XpaHEHUS, BCTPAUBAHUS H
aktuBm3anun  HKM-2.11 1mompKHO HCKIIOYaTh BO3MOXKHOCTH OECKOHTPOJIBHOTO
MIPOHUKHOBEHUS B 3TU MOMEIIECHUS IOCTOPOHHUX JIUIl U TapaHTUPOBATh COXPAHHOCTH
HaxXOJSAIIUXCS B HUX HOCUTEICH CBEICHMH, COCTABJISIONINX KOH(MUICHIINATHLHYIO
uHpopmaruio (cpencrtBa Kpuntorpa@uueckoil 3ammTbel UHGOpPMAIUHU, KII0YeBas
uHbopMaIus).

[TomemeHnss JOOMKHBI HMMETH NPOYHBIE BXOJHBIE JBEPU C 3aMKAMHU,
rapaHTUPYIOMIMMU HAAEKHOE 3aKPBITHE TOMEIIEHUN B HEpabouee BpeMs, B HUX TaKKe
MOTYT YCTaHaBJIMBATbCS KOJOBBIE M DJEKTPOHHBIE 3aMKU U 00OpPYAOBATHCS
MPUCTIOCOOJICHUS JIJISl OTIeUaThIBAHUA.

PexxuMHbIEe TOMENIeHUs, B KOTOPBIX B Hepabodee BpeMsi XPaHSATCS HOCUTEIH
CBEJICHUI, COCTABJISIOMMNX KOHGUICHIMAIbHYIO WH(POpPMAIIMIO, OCHAIAIOTCS OXpaH-
HOU CUTHaNM3aIMen, CBSI3aHHOM CO CITy>K00# OXpaHbl 3/1aHUS.

OKHa NMOMENIEHU, paCOJIOKEHHBIX Ha MEPBBIX WU MOCIEIHUX dTaXKaX 3JaHUM,
a TAaK)K€ OKHA, HAXOMSIIIMECS OKOJIO MOYKAPHBIX JIECTHUL U APYTHUX MECT, OTKyAa
BO3MOYKHO TIPOHUKHOBEHHE B PEKUMHBIC TOMEIICHUSI TOCTOPOHHUX JIUII, HEOOXOMMO
000py10BaTh METAJUIMYECKUMH peiéTkaMu. [ mpeaoTBpamieHus mpocMoTpa U3BHE
OKHa 000PYIYIOTCS METANINYECKUMHU JKaITFO3H.

PexxuM oxpaHbl MOMENIEHHM, B TOM YHUCJE MpaBUja JOMYyCKa COTPYAHUKOB H
noceTuTesied B pabodee W Hepaboyee BpeMs, YCTaHABIMBAET OTBETCTBEHHOE JIHUIIO.
Y CTaHOBIIEHHBIN PEXKUM OXPAHBI JOJKEH IPEAYCMATPUBATH IEPUOIUUYECKUN KOHTPOJIb
3a COCTOSIHUEM TEXHUYECKHX CPEACTB OXPaHbI, €CIM TAaKOBBIE HMEIOTCS, a TaKKe
YUUTHIBATH MOJIOKEHUS HACTOSIIINX TPEOOBAHMIA.

JIBepHu peKUMHBIX TIOMEIICHUN JOHKHBI OBITH TTOCTOSIHHO 3aKPBITHI HA 3aMOK H
MOTYT OTKPBIBATHCS TOJIBKO [JI1 CAHKIIMOHUPOBAHHOTO MPOXOJa COTPYIHHKOB U
nocerurenerd. Kimxounm OT BXOAHBIX JBEPEM HYMEpYIOT, YUYUTHIBAOT W BBIIAIOT

COTpYAHHUKAM, UMCIOIIKUM IIpaBO AOIIYCKa B PCKHUMHBIC ITIOMCIICHUSA, 11O PACIIMCKY B
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KypHaie yud€ra xpaHunuil. JlyOnukaTtel KiItouell OT BXOJIHBIX JBEpe TaKux
MOMEIIEHUH CIIeTyeT XPaHUTh B ceii(e OTBETCTBEHHOTO JIUIIA.

PexxuMHBIE TIOMEIIEHUSA, B KOTOPBIX MMEIOTCS TEXHUYECKHUE CPEJCTBA,
00OpPYAYIOTCSI B COOTBETCTBHH CO CIICIIMAILHBIMU TPEOOBAHUSIMH U PEKOMEHIAIMSIMHU
1o 3anuTe KOH(OUIACHIIMAIbHONH HHGOPMAIIUHA, OT YTEUYKHU MO TEXHUYECKUM KaHaJlam
(CTP-K).

PexxumHoe momelnieHue u pasmeriaemoe B HEM oOopyaoBanue (APM) momxHO
OBITh ATTECTOBAHO Ha COOTBETCTBUE TPEOOBAHUSAM I10 OE30MIaCHOCTH HH(pOpMAITUH (T.€.
HMETh aTTECTAaThl COOTBETCTBHS).

BryTpeHHss mutaHUpOBKa, pacoioKeHNEe U YKOMIUIEKTOBAHHOCTh PaO0OUYHX MECT
B TIOMEIICHUSAX JOJKHBI OO€CleurBaTh HUCHOJHUTENIAM pabOT COXPAaHHOCTH
JIOBEPEHHBIX UM KOH(MUICHIIMATBHBIX JOKYMEHTOB U CBEJICHHM, BKIIIOYAsi KIIOYEBYIO
uHbOpMaIHIO.

PexxuMHBIE MOMEIIEHUS, KaK MPaBUIIO, JOJDKHBI ObITh OCHAIIEHBI OXPaHHOU U
MO’KapHOM CUTHAJIM3AIMel, CBSI3aHHOU CO CITy>KOOM OXpaHbl 3/IaHUsI, & TAK)KE CHCTEMOM
BHUJICOHAOTIOICHHS.

OGopynoBaHue TOMENIEHUNA CPEICTBAMU BEHTWJISILMM U KOHJUIIMOHUPOBAHUS
BO3/JyXa JOKHO COOTBETCTBOBATh CaHUTApHO-TUTHeHHWYeckuMu Hopmam CHull,

YCTaHaBIIMBAEMbIM 3aKOHOJIATEILCTBOM Poccuiickoit denepanu.

6.2 TpeOoBaHusi K NePCOHATY

K BemmonHeHuto o00s3aHHOCTEW BCcTpamBaHusa u aktuBu3zanun HKM-2.11
JOMYCKAlOTCA  JIMI[Aa, UWMEIIIHUEe HeoOXOAUMbIH YpPOBEHb KBaNM(UKAUUK SIS
oOecrieueHuss 3alUThl  KOH(UICHIUATHLHONM WHGOPMAIMK C  HMCIOJb30BaHUEM
HKM-2.11.

[Ipu ompeneneHun 06s13aHHOCTEN JOHKHOCTHBIX JIUL HEOOXOJUMO YUHUTHIBATH,
yTO 0€30MacHOCTh XpaHEHUs, OOpabOTKM W TMepeJayd M0 KaHallaM CBSI3H C
ucnosb3zoBanueM HKM-2.11 kondunenunansuoi nHbpopmauu o0ecneqynBaeTcs:

— COOJIIOJIEHUEM TIEPCOHAIOM PEKUMa KOH(UICHIIMAIBHOCTU MPH O0pallleHuu

CO CBCACHUAMMH, KOTOPBIC UM JOBCPCHBI WJIN CTAJIM U3BCCTHBI 110 pa60Te, B TOM YHUCIJIC
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CO CBEACHUSMU O (DYHKIIMOHMPOBAHUU W TIOPSAJAKE oOOecredeHuss O0e30MacHOCTH
npuMensieMbix HKM-2.11 u k1t0ueBbIX JOKYMEHTOB K HUM;

— TOYHBIM BBIMIOJIHEHHEM TpeOoBaHM K oOecreueHruio 0e30MacHOCTH
KOH(HICHIINATEHON HHPOPMAIIHH;

— HaAEKHBIM XPAaHEHUEM JKCIUTYyaTallMOHHON M TEXHUYECKON TOKYMEHTAallUuU K
HUM, KITFOUEBBIX JIOKYMEHTOB, HOCUTENEH KOH(pUIEHIIMATbHON HHPOpMaLIUU;

— CBOCBPEMECHHBIM BBISIBICHUEM TEPCOHAIOM TIOTIHITOK TIOCTOPOHHUX JIUIY
MOJIYYNTh CBEACHHUS O 3alluIaeMoil KoHHUACHIManbHOW uH(opmalu, o0
ucnosibzyeMbix HKM-2.11 unu Ki1ro4eBbIX JOKYMEHTAaX K HUM;

— HEMEJICHHBIM TIPUHATHEM IEPCOHAJIOM Mep 0  TIPEeIyNpekICHUIO
pasrialieHus 3allUAIAeMbIX CBEICHUN KOH(PHUACHIIMAIHHOTO XapaKTepa, a TaKKe
BO3MOYKHOM YTEUKH TaKUX CBEICHUI MPH BBIABICHUM (HAKTOB yTPAThl WK HEAOCTAYU
HKM-2.11, xar04eBbIX AOKYMEHTOB K HHUM, KJIIOYEH OT IMMOMEIIEHUH, XPaHWIIHII,
ceii(poB (MeTaIMuecKuX MKa(OB), TUYHBIX MEYaTeH U T.1I.

O0bEM U TIOPSIIOK O3HAKOMIICHUS JOJKHOCTHBIX JIUI[ C KOH(PUACHIUATHLHOM
uHopmarmeit onpenaensercs odynanareneM KoHGUISHIMATbLHON HH(OPMALIUH.

JlomxkeH OBITh OompenenéH W yTBEPXKIEH CHHCOK JIUIl, MUMEIOIINX JOCTYyH K
KIItF0ueBOW MH(MOpMaIuu.

OO0s3aHHOCTH MEXAYy NEPCOHAJIOM JIOJKHBI OBITh paclpeiesieHbl ¢ Y4ETOM
MEePCOHAILHON OTBETCTBEHHOCTH 3a coxpaHHocTh HKM-2.11, kiroueBoit JOKyMeHTa-

o U KOHq)I/II[GHL[I/IaIIBHBIX JOKYMCHTOB, a TaKKC 3a ITIOPYUYCHHBIC YHAaCTKHU pa6OTBI.

6.3 PexoMeHaauuu no pazMenieHu0 000pya0BaHus (TEXHUYECKHUX
cpeactB, APM) nis o6ecneuenusi BcrpauBanust HKM-2.11 B Taxorpad,
akTuBuzauuu HKM-2.11, rexunueckoro oocay:xxkuBanuss HKM-2.11

[Ipu pasmeniennn TexHuyeckux cpeacts, APM mis obecrieueHus BCTpauBaHUs
HKM-2.11 B Taxorpad, APM akTuBH3anuu TaxorpadoB ¢ yCTAHOBIEHHBIM HKM-
2.11, a taxxxke APM Ttexuudeckoro oocmyxkuBanuss HKM-2.11 nomkHbl ObITh MPUHSTHI
MEpbhl O HCKIIOYEHHI0 HECAHKUIMOHUPOBAHHOTO JOCTYINa MOCTOPOHHUX JIMIl B

noMeciCHuA, MPCAHA3HAUYCHHLIC JII XPAHCHWA, BCTPANBAHWA U daKTUBU3AlIUH HKM-
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2.11, a Takxe MO COXPaHEHUIO HAXOSAIIMXCS B 3TUX OMELIECHUSIX KOH(PUACHINATBHBIX
JIOKYMEHTOB.

Ha APM, nomxHO HCHONB30BaTBCS TOJBKO JIMLIEH3MOHHOE IPOTrPaMMHOE
obecneuenue (I10) pupm-nponsBoauTenei.

JlocTyn nepcoHana B PEKUMHBIE TIOMELIEHUS J0JKEH OBbITh pErjJaMeHTHPOBaH
BHYTPEHHUM DPACIOPSJIKOM JKCIUTyaTUPYIOIIEH OpraHu3allii ¢ JIOJDKHOCTHBIMH
UHCTPYKIUSMHU.

Jia uckioueHus c6oeB APM, BBI3BaHHBIX OTKJIFOUEHUEM HIIEKTPONMTAHUS,
HE0OX0aMMO obecneunTh aekTponutanne APM OT HMCTOYHHMKOB OecriepeOoiHOro
NUTaHUS TOCTATOYHON MouIHOcTH. Kak MUHUMYM, MOIIHOCTH OaTapell MCTOYHHKOB
Oecriepe0OIHOrO MUTAHMS JTOJDKHO XBaTaTh HA BPEMs IOCTATOYHOE JJII KOPPEKTHOrO
aBTOMATHUYECKOT0 3aBepiueHus padotsl APM.

Ha cmyuaii moxapa, aBapuu WIH CTUXUHHOTO O€ACTBUSI JOJDKHBI OBITH pa3-
paboTaHbI criennaIbHble HHCTPYKINH, YyTBEPKAEHHBIEC PYKOBOJCTBOM OPTaHU3AIH, B
KOTOPBIX IPETyCMAaTPUBAETCS MOPAIOK BBI30BA aIMUHUCTPALUH, JOKHOCTHBIX JIMIL,
BCKPBITUE TIOMEIICHWH, OuYep&aHOCTh U  mopsAok 3Bakyanun HKM-2.11,

KOH(l)I/I,Z[eHHI/IaJ'IBHBIX JOKYMCHTOB H I[aHBHCﬁHJGFO X XpaHCHMUH.

6.4 TpeooBanus no 3ammurte oT HCJI npu s3xcruryaranun HKM-2.11

6.4.1 O61mme MoJ0KEHUS

3ammta unopmanuu ot HCJ[ nomkHa obecriednBaThCsl Ha BCEX TEXHOJIOTHYEC-
KHX 3Tanax o0paboTKH MH(OpMALMU U BO BCEX peXUMax (PyHKIIMOHUPOBAHUS, B TOM
YHClie IPU MPOBEICHUHN TEXHUUECKOro 00CTyKUBaHUs TaxorpadoB B MaCTEPCKOM.

3amurta wuHpOpMammu oT HCJ[ pomkHa mpemycMmaTpuBaTh KOHTPOJb
s dexrrBHOCTH cpenctB 3amuThl 0T HCJ[. DTOT KOHTpOIL MOXET OBITh JIMOO
NEPUOANYECKUM, INOO WHUITMHPOBATHCS 1O MEPE HEOOXOAUMOCTH TOJIb30BATEIIEM WU
aJIMUHUCTPATOPOM O€30I1aCHOCTH.

HKM-2.11 ypnosnetrBopsier «TpebGoBanusiMm K MHUGPOBAILHBIM (KPHUIITO-

rpauueckuM) CcpeacTBaMm, NpelHa3HAYeHHbIM JUJIS 3alluThl WHMOpManuu, He
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coJieprKallleld CBEJICHUM, COCTAaBISIONIMX TOCYIapCTBEHHYIO TaliHy» mo kiaccy KC3,
«TpeboBaHUsIM K cpeACTBAM AJIEKTPOHHOM MOANUCH» 10 ypoBHIO kiacca KC3.

3amura anmapatHoro u mporpammHoro obecneuenus APM or HCJ| npu
yCTaHOBKE, aKTUBU3AIMH, TeXHUYeCKOM oOcmykuBannu HKM-2.11 sBnsercs cocras-
HOM 4YacThlo 00IIel 3amaum oOecrieueHusi 0e30MacCHOCTH HH(OpMAlMU B CUCTEME
TaxorpaduyecKoro KOHTPOJIS.

Hapsiny ¢ npumenenueM texHudeckux cpeacts 3amuthl or HCJ] Heobxomumo
BBITIOJIHEHUE 1EJI0Or0 psifia Mep, BKIIOUYAIOIIET0 B c€0sl OPraHU3alMOHHO-TEXHUYECKUE
YU aJMUHUCTPATUBHBIE MEPOIPUSATHUSA, CBSI3aHHBIE C OOECIEUYEHHEM MPABUIBHOCTU
(YHKIIMOHUPOBAHUS TEXHUYECKUX CPEJACTB OOpaOOTKH M Imepeaadu MHpopManuu, a
TaK)K€ YCTAaHOBJICHHE COOTBETCTBYIOIIMX MpPaBWI ISl OOCITYKMBAIOIIETO MEpCOoHAa,

JOMYIIIEHHOTO K paboTe ¢ KoH(UaAeHIIMaIpHON nH(popMaIei.

6.4.2 Opranmn3zanus padot no 3ammurte ot HCJ{

[lepconan, o6ecneunBatomuii BcTpamBanue HKM-2.11 B Ttaxorpad wu
aktuBm3anio HKM-2.11, Hec€T 0TBETCTBEHHOCTH 3a COOJIFOICHHE MEp I10 3alTUTE OT
HC/. IIpu o6Gecneuenun BcrpamBanuss HKM-2.11 B Taxorpad, axTuBu3anuu
taxorpadoB ¢ HKM-2.11, B opranuzanuu JOKEH OBITh HA3HAYEH aJIMHUHHCTPATOP
0e30MmacHOCTH, Ha KOTOPOTO BO3JAralTCs 3aJayd OpraHm3aluu  padoT 1o
ucnonbzoBannto  HKM-2.11, BbIpaOOTKH COOTBETCTBYIOIIMX HWHCTPYKIIMHA ISt
M0JIb30BAaTENEH, a TAK)KEe KOHTPOJIb 32 COOJIIOJIEHUEM COOTBETCTBYIOLIUX TPEOOBAaHUM.

[TpaBom noctymna k APM (mo o6ecnieuenuto BctpanBanus HKM-2.11 B Taxorpad,
aktuu3anmu HKM-2.11 B Ttaxorpade, TexHHU4eckoro oOcCHy)uBaHHs Taxorpada)
JOJKHBI 00J1aaTh TOJBKO OMpeiesieHHbIe (BBIACICHHBIC M AKCIUTyaTalluH) JINIA,
IpOUIEIIINE COOTBETCTBYIOUIYIO MOATOTOBKY.

AamMuHHCTpaTOp OE30MACHOCTH JTOJKEH O3HAKOMHTH KaKJI0TO MOJIb30BATENs C
JOKyMEHTaIuei, o0ecrevnBaronield BCTpanBaHWE, aKTHBU3AIMIO M HWCIOJIb30BaHUE
HKM-2.11, a Taxxe Cc ApPyrMMH HOPMAaTUBHBIMU JOKYMEHTaMHU IO OOECIECUCHHIO

MH(OPMAITMOHHON O€301TaCHOCTH.
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[Ipu BcrpamBanum HKM-2.11 nomxHBl OBITH NPEAYCMOTPEHBI  MEPHI,
UCKJIIOYAIOIIME BO3MOXHOCTh HECAHKIMOHUPOBAHHOTO HE OOHAPYKUBAEMOI'O U3MEHE-
HUS anmnapaTHOW yacTu Taxorpada (HarmpuMmep, MyTeM IIIoMOupoBaHus Taxorpada).

[Ipu opranmzammu pabotr mo 3amute uHpopmauuu ot HCJ] Heobxommmo
YUUTBIBaTh CIAEAYIOLIUE TPEOOBAHMUS:

— HEoOXoIMMO pa3paboTaTh U MPUMEHUTH TOJUTHKY HA3HAUYECHUS U CMEHBI
naposuer Ha APM;

— Ha APM, noakimto4€HHBIX K OOILEJOCTYNHBIM CETSAM CBSI3U, C LEJIbIO
UCKJIIOYEHHsI BO3MOYKHOCTH HECAaHKLIMOHUPOBAHHOIO JIOCTyIa K CUCTEMHBIM pecypcam
UCTIOJIb3YEMBIX OIMEPAMOHHBIX CHCTEM, K IPOrpaMMHOMY 00ECIEYEHHUIO CO CTOPOHBI
YKa3aHHBIX CETEW, JOJKHBI HUCIIOJIb30BAThCS JONOJHUTEIbHBIE METOJBl U CPENCTBA
3aIUTHI (HapUMep, yCTAHOBKA MEKCETEBBIX IKpaHOB, opranu3auus VPN cerei u T.11.).
[Ipy >TOM mpeAmoYTeHHE MOJDKHO OTAABAaTHCS CPEACTBAM 3alIUTHI, HWMEIOIUM
cepTu(UKaT yIoJIHOMOYEHHOTO OpraHa o cepTu(UKanuy;

— OpraHu30BaTh W HCIIOJIb30BATh CHCTEMY ayJauTa, OPTraHU30BaTh PETYJSPHBIN
aHallu3 Pe3ybTaTOB AyANTa;

— OpraHu30BaTh M HCIIOJIb30BATh KOMIUIEKC MEpONPUATUN aHTUBUPYCHOMN

3aIIUTHhI.
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